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Nokia 9300i

Configuring connection settings
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Introduction

This document is a support guide for the configuration of
Internet settings needed to use the Nokia 9300i for data
connections.

To access the Internet (in order to use WWW or mail), the
following conditions must exist:

o The cellular network (GSM 900/1800/1900) you use
must support data calls.

e The data service (also the high-speed HSCSD service if
used) must be activated for your SIM card.

® You must have obtained an Internet access point (IAP)
from an Internet service provider.

® Proper Internet settings must have been configured in
your device.

If you are using a Wireless LAN connection, you do not
need SIM data service and GSM data call support.

For information about the correct settings, contact your
Internet service provider or system administrator. The
service provider may be able to configure the access point
for you using a special SMS message or WWW page,
which sets up all the necessary Internet access settings.
Please contact your Internet service provider (ISP) for
details.

Copyright © 2005 Nokia. All rights reserved.

The necessary settings for Internet configuration are
provided by your Internet Service Provider. If your Internet
settings are incomplete or incorrect, please contact your
service provider. Depending on your ISP or network
operator, you may not need to fill in all of the settings.

When you insert a SIM card, the device will read the
necessary GPRS, MMS, and SMSC settings from the SIM
card if they are available, and no manual configuration is
necessary. Note that this may not work with all operators
and SIM cards.



Creating Internet connections

@) Select Desk— Tools— Control Panel—
Connections— Internet setup.

&2~ Control panel Ci i select]
“¥ [ General &l Internet access setup
Control panl 1 Data management €3]l Bluetooth

[ Telephone @ WirelessLAN
[ Messaging (& Cable Setup
1 Connections @] RealPlayer Settings
1 Security 5
1 Extras Exit

1 The list of existing IAP's is shown. Press New to create
a new Internet access point.

Internet access setup

Control panel | | INtEFNEL access points: New

1 G Sonera Internet
2 G Sonera MMS
3 W Easy WLAN

Priority

Done

If IAP's are already available, the setup asks if you want

to use an existing access point as a basis for the new

one.

2 In the Internet setup dialog, define the following:

® |nternetsettings name — Type a name for the Internet
access point.

® |nternet settings type — Select a connection type
(GPRS, GSM data, Wireless LAN, or IP Passthrough).
Select /P Passthrough to connect your device to a

compatible PC and use the Internet or network
connection of the PC. Before using the IP
passthrough, activate it. See "Activating IP
passthrough” on page 24.

® Network D — Select the network ID according to the
destination network you want to access with the
Internet access point. You can rename and create
new network IDs. Using the correct network ID
ensures that the data traffic is routed directly to the
desired destination network. VPN (virtual private
network) software may restrict data traffic for a
certain destination network. Network ID can be used
to filter Internet access points when establishing an
Internet connection.

Internet access setu

Internet access setup
Internet settings name »-

GSM data
Internet settings type|»GPRS

IP Passthrough
Netwark ID Wireless LAN

Cancel

3 Press Next to go forward. Depending on the Internet
setting type you selected, turn to one of the following
sections in this document:
® GPRS — See "GPRS settings” on page 6.
® |PPassthrough — See "IP passthrough settings” on

page 8.
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® GSMdata — See "GSM data settings” on page 9.
® Vireless LAN — See "Wireless LAN settings” on
page 12.

GPRS settings

1

If you selected GPRS as Internet settings type, define the

following:

® GPRS accesspoint name — Type a name for the GPRS
access point. Contact your Internet service provider
to obtain this information.

® Password prompt — Select No to generate the
password automatically from the settings, or Yes to
ask the password always when connected.

® Username — Type your user name if required.

® Password — Type your password if required.

2 Press Next. If further settings are required, such as IP

configuration or proxy settings, press Advanced to
access the advanced settings. If no further settings are
required, press Finish, and the GPRS IAP is ready to use.

Internet access setup
GPRS accesspointname >
Password prompt > No
User name >
Password »
Confirm password »

Next
"""""""""""""""" Back

Cancel

In many GPRS connections, only the GPRS accesspoint
name is required, and no other settings need to be
filled.

® |Pv6 DNS mode — Select a mode for the IPv6 DNS
(Well known or Manual). If you select Manual, specify
the IP addresses for the primary and secondary IPv6

Copyright © 2005 Nokia. All rights reserved.

Internet setup Finish
Connections
Gontrol panel | | Internet 3001 Internet setup Advanced
1 GxxXxX - .
1
28X Wizard has finished ! Back
3 W Easy WLAN
Cancel

In the IPconfiguration page, define the following:

® Network type — Specify the protocol you want to use
(IPv4 or IPve).

® Auto retrieve IP — If you select Yes, the IP address is
obtained automatically from the server. This setting
is also called dynamic IP address. If you select No,
specify the /Paddress.

® Autoretrieve DNS — If you select Yes, the primary and
secondary DNS (domain name server) addresses are
obtained automatically from the server. DNS is an
Internet service that translates domain names such
as www.nokia.com into IPv4 addresses such as
192.100.124.195, or IPv6 addresses like
3ffe:2650:a640:1¢2:341:¢39:14.
If you select No, specify the IP addresses for the
primary and secondary DNS servers.




DNS servers.

Internet access setup Change
IP configuration
Control panel || Metwork type| - Pvd
Settings for IPv4:
Autoretrieve IP > Yes
IPaddress »0 0 0 0
L mem s Done

4 Press Menu to access the Proxies page.

You may want to use a proxy to quicken access to the

Internet. Note also that some Internet service providers

require the use of Web proxies. Contact your Internet

service provider to determine the proxy details.

If you have made an Internet connection to your

company's intranet, and are unable to retrieve Web

pages from the general Internet, you may need to setup

a proxy server to retrieve Web pages outside your

company's intranet.

Define the following:

® Proxy protocol — Select the protocol type of the
proxy. You can set different proxy settings for each
protocol (HTTP or HTTPS).

® Use proxy server — Set to Yes to use the proxy server.

® Proxyserver — Type the IP address or the domain
name of the proxy server. For example, domain
names are company.com and organisation.org.

® Portnumber— Type the number of the proxy port. The
port number is related to the protocol. Common
values are 8000 and 8080, but vary with every proxy
server.

® Mo proxy for — Define the domains for which the
HTTP or HTTPS proxy is not needed.

Internet access setup Change
Proxies
Control panel Proxy protocol| > HTTP
Use proxy server > No
Proxy server »
Port number »- 180

Done

5 Press Menu to access the Other page, and define the

following:

Allow plain text login — Select No, if you never want to
send your password as plain text without encryption.
Note that this option only affects PPP connections; e-
mail and Web passwords are not encrypted. Some
Internet service providers require that this option is
set to Yes.

Internet access setup Change
Other

Control panel | | Allow plain text login| > Ves

6 After filling in all the required settings, press Done to

return to the finish wizard.

7 Press Finish, and the GPRS IAP is ready to use.
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IP passth rough settings specify the IP addresses for the primary and

secondary IPv6 DNS servers.

1 If you selected /P Passthrough as Internet settings type,
press Advanced to access the advanced settings. If no
further settings are required, press Finish, and IP
passthrough IAP is ready to use.

Internet access setup Change

settings for IPv4:
Auto retrieve IP| > Yes

IPaddress »0 0 0 0
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Internet setup Finish Subnetmask »0 0 0 0
Connections - S Done
Control panel | | INternet acce  Internet setup Advanced
1 Gxxxxi ) __ 3 Press Menu to access the Proxies page, and define the
Wizard has finished ! Back .
g :)é::ywmw following:
Cancel ® Proxy protocol — Select the protocol type of the
proxy. You can set different proxy settings for each
2 In the IPconfiguration page, define the following: protocol (HTTP or HTTPS).
® Autoretrieve IP— If you select Yes, the IP address is ® Use proxy server — Set to Yes to use the proxy server.
obtained automatically from the server. This setting ® Proxy server — Type the IP address or the domain
is also called dynamic IP address. If you select No, name of the proxy server. For example, domain
specify the /P address, Subnet mask, and Default names are company.com and organisation.org.
gateway. ® Port number — Type the number of the proxy port.
® Autoretrieve DNS— If you select Yes, the primary and The port number is related to the protocol. Common
secondary DNS (domain name server) addresses are values are 8000 and 8080, but vary with every proxy
obtained automatically from the server. DNS is an server.

Internet service that translates domain names such
as www.nokia.com into IPv4 addresses such as
192.100.124.195, or IPv6 addresses like
3ffe:2650:a640:1¢2:341:¢39:14.
If you select No, specify the IP addresses for the
primary and secondary DNS servers.

® /Pv6 DNS mode — Select a mode for the IPv6 DNS
(DHCP, Well known, or Manual). If you select Manual,

Copyright © 2005 Nokia. All rights reserved.




® Mo proxy for— Define here the domains for which the
HTTP or HTTPS proxy is not needed.

Internet access setup Change
Proxies
Cantrol panel Proxy protocel| » HTTP
Use proxy server » No
Proxy server »
Port number » 180

Done

4 After filling in all the required settings, press Done to
return to the finish wizard window.

5 Press Finish, and the IP passthrough IAP is ready to use.

Internet setup Finish
Connections -
Internet aced  |nternet setup Advanced
12 :’;’;x’l Wizard has finished! Back

3 W Easy WLAN
Cancel

GSM data settings

1 Ifyou selected GSM data as Internet settings type, define

the following:

® Telephone number — Type the phone number used to
dial in to your Internet service provider.

® Password prompt — Select No to generate the
password automatically from the settings, or Yes to
always request the password when connected.

® (sername — Type your user name if required.

® Password — Type your password if required.

Internet access setup
Please configure phone number of your ISP, You may
also need to configure username and password
Phone number|»
Password prompt > No
Username » ...

Password >
Confirm password P

Next

| Control panel

Back

Cancel

2 Press Next. If further settings are required, such as IP
configuration or proxy settings, data call speed, script
or callback, press Advanced to access the advanced
settings. If no further settings are required, press
Finish, and the GSM data IAP is ready to use.

Internet setup Finish
Connections -
Internet accs  Internet setup Advanced
'2 g’;’)‘(i’l Wizard has finished ! Back

3 W Easy WLAN
Cancel

3 In the IPconfiguration page, define the following:

® Auto retrieve IP — If you select Yes, the IP address is
obtained automatically from the server. If you
select No, specify the /P address.

® Autoretrieve DNS — If you select Yes, the primary and
secondary DNS (domain name server) addresses are
obtained automatically from the server. If you
select No, specify the IP addresses for the primary
and secondary DNS servers.

Copyright © 2005 Nokia. All rights reserved.

wv
<
S
+J
(%)
v
<
<
o
(¥
+—
v
<
_
v
-+
<
(=)}
E
)
(1]
v
pl
o




wv
<
S
+—J
(%)
v
<
<
o
(¥
+—
v
<
p
v
-+
<
(@)
E
]
(1]
v
pul
o

® |Pv6 DNS mode — Select a mode for the IPv6 DNS
(Well known or Manual). If you select Manual, specify
the IP addresses for the primary and secondary IPv6
DNS servers.

Internet access setup Change
IP configuration
Settings for IPv4:
Auto retrieve IP| > Yes
IPaddress »0 0 .0 0
Subnetmask »0 0 0 0

Done

4 Press Menu to access the Proxies page, and define the

following:

® Proxy protocol — Select the protocol type of the
proxy. You can set different proxy settings for each
protocol (HTTP or HTTPS).

® Use proxy server — Set to Yes to use the proxy server.

® Proxyserver — Type the IP address or the domain
name of the proxy server. For example, domain
names are company.com and organisation.org.

® Port number — Type the number of the proxy port.
The port number is related to the protocol. Common
values are 8000 and 8080, but vary with every proxy
server.

Copyright © 2005 Nokia. All rights reserved.

® No proxy for — Define the domains for which the
HTTP or HTTPS proxy is not needed.

Internet access setup Change
( Proxies
__ Proxy protocol| - HTTP
Use proxy server » No
Proxyserver »
Port number » 80

Done

5 Press Menu to access the Data call page, and define the

following:

® (Connection type — Define the GSM data call type
(Normal or High speed). To use High speed, the service
provider must support this feature, and if necessary,
activate it for your SIM card.

® Remote modem type — Define whether the device
uses an analog or digital connection (Analog, ISDN
V.110, or ISDN V.120). This setting depends on both
your GSM network operator and Internet service
provider, because some GSM networks do not
support certain types of ISDN connections. For
details, contact your Internet service provider. If
ISDN connections are available, they establish
connections more quickly than analog methods.

® Modem speed — This option allows you to limit the
maximum connection speed. Higher data rates may
cost more, depending on the service provider. The
speed represents the maximum speed at which your
connection will operate. During the connection, the



operating speed may be less, depending on network 7 Press Menu to access the Other page, and define the

wv
conditions. following: g
® Modem initialisation — You can control your device ® Use callback — Select Yes if you have a service that "3
using modem AT commands. If required, type dials back to your phone when you establish an “é
characters specified by your service provider. Internet connection. =
® Callback type — Contact your Internet service 8
Intarna accoss se‘::ta w Change provider for the correct setting (Number, Server +
CORESHARTEyER| . Normal number, or Server number (IETF)). Server number refers <
Remote modem type P Analog to the standard Microsoft callback, and Server (D]
Modem speed - 9600 number (IETF) refers to a callback approved by the <
Modem Inidalization > - Internet Engineering Task Force. Select Number to o
use a number that you define in the Callback number =
6 Press Menu to access the Script page, and define the field. =
following: ® (Callback number — The data call phone number of v
® Use login script — If you select Yes, you can write or your device, which the callback server uses. o
import a login script in plain text or Unicode format. ® Allow plain text login — Select No, if you never want
Edit the script in the Login script field. to send your password as plain text without
® Show terminal window — Select Yes if you want to be encryption. Note that this option only affects PPP
able to interact with the terminal server during the connections; e-mail and Web passwords are not
login. encrypted. Some Internet service providers require
that this option is set to Yes.
Intarnet acceszlzatlp o] Change ® Use PPPcompression — Select Yes to speed up the
Uss login scrib » No data transfer, if it is supported by the remote PPP
Show terminal windew > No import server. If you have problems with establishing a
Login script b script connection, select No.
Done

Copyright © 2005 Nokia. All rights reserved.




8 After filling in all the required settings, press Done to all the access points in range and select one from
return to the finish wizard window. the list. In the ad hoc mode, you can name the
wireless LAN yourself.

wv

<

.2

o

v btermet a?ﬂ;"" = oner| Change If you do not specify the network name here, you are

er .

c ISSTERIERER] > No asked to select a network when you establish a

o . .

'] Callback type » Number wireless LAN connection.

+— Callback number »

g Allow plain text login » Yes Change
R . - Done

b Internet access setup

-+ L. 3 Int Network mode| > Infrastructure Next

= 9 Press Finish, and the GSM data IAP is ready to use. 1

- Back

o 2 Network name » ..

c Internet setup Finish 3 ‘wroasywean —

'.'c:“ Connections
Internet acc  Internet setup Advanced . .

L 1 GXXX)J 2 Press Next and define the following:

© 2 @ \Wizard has finished ! e Security mode — Select the security mode (WEP, WPA/
3 W EasyWLAN o WPA2, 802.1x, or None). If you select WEP (wired

equivalent privacy) or WPA/WPA2 (Wi-Fi protected
access [ Wi-Fi protected access 2), you must configure
additional settings. You must select the same security

ereless LAN SEttlngs mode that is used in the wireless LAN access point.
1 If you selected Wireless LAN as Internet settings type,

define the following: Changie
o Network mode — Select Infrastructure to allow Internet setup Next

Please sefect wireless LAN security

Security mode| > WPA/WPA2 Back

4 G SomerammerTer

5 & Sonera MMS

devices to communicate with each other and with
wired LAN devices through a wireless LAN access
point. Select Adhoc to allow devices to send and
receive data directly with each other; in this case,
no wireless LAN access point is needed.

® Network name — Type the network name as defined
by the system administrator, or press Search to list

Cancel

Copyright © 2005 Nokia. All rights reserved.




3 Press Next.

If

you selected WPA/IWPA2 as the Security mode, define

the following:

Authentication mode — Select EAPif you want to use an
EAP module for authentication. If you select Pre-shared
key, type the password (also called a master key) in the
Pre-shared key field. Note that the same key must be
entered in the wireless LAN access point.

o0,

Control

- Internet access setup Change
fal] Please configure WEP key for the network
In More WEP keys can be edited in advanced settings Next
[ETE] WEP key Index| > #1
1 WEP key length » 40 bits e
g WEP key type > ASCI
WEPkeydata » Cancel

If you selected IWEPas the Security mode, define the
following:
® |WEPkey index — Select a number for the WEP key.

WEP key length — Select the appropriate key length.
Supported key lengths are 40, 104, and 232 bits. The
more bits there are in the key, the higher the level of
security.

WEPkey type — Select whether you want to enter the
WEP key data in hexadecimal format (HEX) or in text
form (ASCI)).

WEP key data — Enter the WEP key data. The number
of characters you can enter depends on the key
length you have chosen. For example, keys that are
40 bits long, consist of 5 alphanumeric characters, or
10 hexadecimal characters.

4 Press Next. If further settings are required, press

Advanced to access the advanced settings. If no
further settings are required, press Finish, and the
Wireless LAN IAP is ready to use.

Internet setup Finish
Connections
Control panel | | INternet 3601 Internet setup Advanced
1 Gxxxx - -
1
2 G ‘Wizard has finished ! Back
3 W Easy WLAN
Cancel

The Advanced pages and options available depend on

the settings you have chosen. Contact your system

administrator or service provider for the correct

values.

In the IP configuration page, define the following:

® Auto retrieve IP — If you select Yes, the IP address is
obtained automatically from the server. This setting
is also called dynamic IP address. If you select No,
specify the /Paddress, Subnet mask, and Default
gateway.

® Autoretrieve DNS — If you select Yes, the primary and
secondary DNS (domain name server) addresses are
obtained automatically from the server. If you
select No, specify the IP addresses for the primary
and secondary DNS servers.

® |Pv6 DNS Mode — Select a mode for the IPv6 DNS
(DHCP, Well known, or Manual). If you select Manual,

Copyright © 2005 Nokia. All rights reserved.
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specify the IP addresses for the primary and ® Noproxyfor— Define here the domains for which the

secondary IPv6 DNS servers. HTTP or HTTPS proxy is not needed.
Internet access setup Change Internet access setup Change
IP configuration | Proxies | WPA/WPA2 | EAP | WEP (IP ig ] Proxies | WPA/WPA2 | EAP | WEP
Control panel Settings for IPv4: Control panel Proxy protocol| » HTTP

Use proxy server > No
Proxyserver ™ o
Port number » 180

AutoretrieveIP| > Yes
IPaddress »0 0 0 0

Subnetmask »0 0 0 0

Done Done

6 Press Menu to access the Proxies page, and define the 7 Press Menu to access the WPA/WPA2 page, and define
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following: the following:

® Proxy protocol — Select the protocol type of the Authentication mode — Select EAPif you want to use an
proxy. You can set different proxy settings for each EAP module for authentication. If you select Pre-shared
protocol (HTTP or HTTPS). key, type the password (also called a master key) in the

® (se proxy server — Set to Yes to use the proxy server. Pre-shared key field. Note that the same key must be

® Proxyserver — Type the IP address or the domain entered in the wireless LAN access point.

name of the proxy server. For example, domain
names are: company.com and organisation.org.

® Port number — Type the number of the proxy port.
The port number is related to the protocol. Common
values are 8000 and 8080, but vary with every proxy
server.

@) Internet setup Change

IP configuration wPa,/wpa2 [EAP | WEP |
Authentication mode » EAP

Pre-shared key »
Use WPA2 only » No

=

Done

8 Press Menu to access the FAP page.
You can configure various EAP (extensible
authentication protocol) modules that are used for
authentication and data encryption. EAP
authentication is only available if you have selected
WPA/WPA2 or 802.1x as the security mode.

Copyright © 2005 Nokia. All rights reserved.




To enable a disabled EAP type, select it and press
Enable.

To disable an enabled EAP type, select it and press
Disable.

To change the priority order of the EAP types, press
Priority.

See "Modifying EAP module settings” on page 16.

Internet access setup Priority
[IPconfiguration Proxies | WPA/WPA2 | EAP | WEP
Configure EAP types for 802.1X authentication: Disahle
1 EAP-SIM V4 .
5 EAP-TLS o Configure
3 EAP-PEAP v
Done

9 Press Menu to access the Wep page.

You can create up to four WEP keys. Define the

following:

® WEPauthentication — Select Open or Shared as a
means of authentication between the wireless
device and the wireless LAN access point.

® |VEPkeyin use — Select the WEP key you want to use
with the Internet access point you are creating.

® Key#1 length — Select the appropriate key length.
Supported key lengths are 40, 104, and 232 bits. The
more bits there are in the key, the higher the level of
security. WEP keys consist of a secret key and a 24-
bit initialization vector. For example, some
manufacturers refer to the 104-bit key as a 128-bit
key (104+24). Both keys offer the same level of
encryption and are therefore interoperable.

® Key#1 type — Select whether you want to enter the
WEP key data in hexadecimal format (HEX) or in
text form (ASCI)).

® Key #1data — Type the WEP key data. The number
of characters you can type depends on the key
length you have chosen. For example, keys that are
40 bits long always consist of 5 alphanumeric
characters or 10 hexadecimal characters.

Internet access setup
(IP configuration | Proxies | WPA/WPA2 | EAP | WEP
Control panel | | WEp authentication| > Open
WEP key in use » #1
Key #1langth » 40 bits
Key #1type > ASCII

Done

10 After filling in all the required settings, press Done to
return to the finish wizard.

Internet setup Finish
Connections
Control panel | | INternet 5061 Internet setup Advanced
1 Gxxxx . -
1
2 B xx ‘Wizard has finished ! Back
3 W Easy WLAN
Cancel

11 Press Finish, and the wireless LAN IAP is ready to use.

Copyright © 2005 Nokia. All rights reserved.
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Modifying EAP module settings

@) Select Desk— Tools— Control Panel—
Connections— Internet setup. Select a wireless LAN
Internet access point and press Edit— Advanced.

@0 Internet access setup
fed
Contral panel Internet settings name| > wiAN Advanced
Internet settings type »
Network ID P Internet Delete
Done

EAP (extensible authentication protocol) modules are
used in a wireless LAN to authenticate wireless devices
and authentication servers.

To modify the authentication priority order, press Priority,
and then Move Up or Move Down.

To enable a certificate or an authentication, select it and
press Enable. To disable a certificate or an authentication,
select it and press Disable.

To change the settings of a certificate or an
authentication, select it and press Configure.

To accept your changes, press Done.

Copyright © 2005 Nokia. All rights reserved.

EAP-SIM

In Advanced settings, select the EAP page. Select FAP-SIM
from the list, and press Configure.

w{u{// Internet access setup Priority
w EAP
Control panel Configure EAP types for 802.1X authentication: Disahle
1 EAP-SIM V4 .
2 EAP-TLS % Configure
3 EAP-PEAP W
Done

Define the following:

® Use manual username — This setting overrides the user
name in the initial identity response in a case when the
server requires that the user performs the initial
identification with a predefined user name (for
example, with a Windows user name).
If you select Yesbut leave the Username field empty, a
random user name is generated for initial identity
response.

® Use manual realm — This setting overrides the realm of
the initial identity response in a case when the server
requires that the user perform the initial identification
with a predefined realm. If you select No, the realm is
derived from the IMSI (international mobile subscriber
identity).

® Useidentity privacy — The EAP-SIM can have the server
send a pseudonym identity for future authentications.
Select Yesto use this identity and to prevent your IMSI
from being sent.



®  Maximum reauthentication count — The EAP-SIM can
have the server send the wireless device a
reauthentication identity that can be used to speed up
the upcoming authentications. You can specify how
many times a single reauthentication mechanism can
be used until full authentication must be performed. If
the reauthentications mechanisms are used too many
times, security may be compromised because the SIM
card is not used in reauthentication.

EAP-S-IM Configuration
Use manual username|» No

Username »
Use manual realm > No
Realm »

Use identity privacy > Yes
Maximum reauthentication count » 100 Done

Change

Control panel

EAP-TLS

In Advanced settings, select the EAP page. Select EAP-TLS
from the list, and press Configure.

Internet access setup Priority
EAP
Control panel Configure EAP types for 802.1X authentication: Disahle
1 EAPSIM v _
2 EAP-TLS 7 Configure
3 EAP-PEAP v
Done

Define the following:

User Certificates — Select which personal certificates
are used for user authentication when using this
Internet access point. This page shows all the installed
personal certificates on the device. The certificates are
disabled by default.

EAP-TLS Configuration
User Certificates | | | |
Select allowed certificates for user identification

Mo certificates instaffed

View details

CA Certificates — Select which authority certificates
are valid for server verification in wireless LAN
authentication when using this Internet access point.
This page shows all the installed authority certificates
on the device. All certificates are disabled by default.

m
EAP-TLS Configuration Enable
CA Certificates
Select allowed certificates for server verification

1 Testing ACS Root _ _
2 Nokia Content Signing CA View details
3 Entrust.net Secure Server Certification A...

Done

Copyright © 2005 Nokia. All rights reserved.

wv
<
S
+J
(%)
v
<
<
o
(¥
+—
v
<
_
v
-+
<
(=)}
E
)
(1]
v
pl
o




®  (ipher Suites — Select which TLS (transport layer Require client authentication — This setting specifies

security) cipher suites you want to use with this whether the wireless device requires the server to
Internet access point. authenticate the wireless device. This is called mutual
— authentication. In TLS protocol it is not mandatory to
5 onfiguration Enable : : :
g I  Goner suts | ) glite verify the identity.

Select allowed cipher suites Maximum session resume count — Specify the maximum
1 RSA with RC4-128 and MD5 number of resumed TLS sessions. If a TLS session is

2 RSAwith RC4-128 and SHA resumed too many times, security may be

8 RSAwith ephemeral SES and SHA v i compromised because certificates are not used in TLS
session resumes.

e Settings — Define the following:

-
. . . EAP-TLS Configuration
Use manual username — This setting overrides the user d
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. C e . . ( W T (Sattings
name in the initial identity response in a case when B ol o Use manual username) » No
the server requires that the user performs the initial Username » ..
identification with a predefined user name, for Usemanual realm » No

Realm »

example with a Windows user name.

If you select Yesbut leave the Username field empty, a
random user name is generated for initial identity
response. EAP-PEAP
Use manual realm — This setting overrides the realm of
the initial identity response in a case when the server
requires that the user performs the initial
identification with a predefined realm. If you select e o
No, the realm is derived from the IMSI (international AP y
mobile subscriber identity). Control panel Configure EAP types for 802.1X authentication: Disable

In Advanced settings, select the EAP page. Select EAP-PEAP
from the list, and press Configure.

Verify server certificate realm — This setting specifies 1 EAPSIM v confl
. . oniigure
whether the wireless device compares server realm to 2 EAPTLS v
. . . 3 EAP-PEAP 4
its own realm. If the realms match, the wireless device | Done

can be more sure of the authenticity of the server.
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Define the following:

User Certificates — Select the personal certificates for
user authentication when using this Internet access
point. This page lists all personal certificates installed
on the device. The certificates are disabled by default.

EAP-PEAP Configuration
User Certificates T T T T W
Control panel | | Select allowed certificates for user identification
Mo certificates instalfed |
View details
Done

CA Certificates — Select which authority certificates are
valid for server verification in wireless LAN
authentication when using this Internet access point.
This page shows all the installed authority certificates
on the device. All certificates are disabled by default.

S
EAP-PEAP Configuration Disable
CA Certificates
Select allowed certificates for server verification
1 Testing ACSRoot V4 _ .
2 Nokia Content Signing CA v View details
3 Entrustnet Secure Server Certification A...
Done

S

EAP-PEAP Configuration Enable

( I { Cipher Suites] 1
Control panel | | SElect allowed cipher suites
1 RSA with RC4-128 and MD5
2 RSA with RC4-128 and SHA
3 RSA with ephemeral 3DES and SHA 4
Done

Cipher Suites — Select which TLS (transport layer
security) cipher suites you want to use with this
Internet access point.

EAP types — Select and configure the authentication
methods you want to run inside the EAP-PEAP
method. For details on EAP-MSCHAPV2 and EAP-GTC
settings, see "EAP-MSCHAPV2" on page 20 and "EAP-
GTC" on page 21.

—
o) EAP-PEAP Configuration Priorit
w [ ] 1 [ EAP typesw 1
Control panel | | Select and configure tunneled EAP types Disable
1 EAP-SIM V4 .
2 EAP-TLS v Configure
3 EAP-MSCHAPv2 ¥4
Done

Settings — Define the following:

Use manual username — This setting overrides the user
name in the initial identity response in a case when
the server requires that the user performs the initial
identification with a predefined user name, for
example with a Windows user name.
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If you select Yesbut leave the Username field empty, a
random user name is generated for initial identity
response.

Use manual realm — This setting overrides the realm of
the initial identity response in a case when the server
requires that the user performs the initial
identification with a predefined realm. If you select
No, the realm is derived from the IMSI (international
mobile subscriber identity).

Verify server certificate realm — This setting specifies
whether the wireless device compares server realm to
its own realm. If the realms match, the wireless device
can be more sure of the authenticity of the server.
Require client authentication — This setting specifies
whether the wireless device requires the server to
authenticate the wireless device. This is called mutual
authentication. In TLS protocol it is not mandatory to
verify the identity.

Maximum session resume count — Specify the maximum
number of resumed TLS sessions. If a TLS session is
resumed too many times, security may be
compromised because certificates are not used in TLS
session resumes.

Copyright © 2005 Nokia. All rights reserved.

Allow PEAP version O — Select Yes to allow the use of
PEAP version 0, or No to deny it. Similarly, you can
define the use of PEAP versions 1 and 2.

-
EAP-PEAP Configuration

[ I | |
Use manual username | » No

Username »
Use manual realm » No
Realm »

{sgttings

-- Done

EAP-MSCHAPV2

In Advanced settings, select the EAP page. Select EAP-PEAP
from the list, and press Configure. Select the EAP types
page, select EAP-MSCHAPV2, and press Configure.

—
EAP-PEAP Configuration Priority
[ ] 1 [ EAP types | 1
Control panel | | Select and configure tunneled EAP types Disable
1 EAP-SIM W .
) EAP-TLS N Configure
3 EAP-MSCHAPV2 4
Done

Define the following:

Username — Type your user name if you do not want to
be asked for the user name during each authentication
session.

Password prompt — Select No if you do not want to be
asked for the password, and type the password in the
Password field.



If you select No in the Password prompt field, the
password is stored in the device, and this decreases the
level of security.

S
EAP-PEAP Configuration
¢ >

=
EAP-M-SCHAPVZ Configuration
Username| »
Password prompt » Yes
Password »

"

Done

EAP-GTC

In Advanced settings, select the EAP page. Select EAP-PEAP
from the list, and press Configure. Select the EAP types
page, select EAP-GITC, and press Configure.

—
o) EAP-PEAP Configuration Priority
@[ [ EaP types | 1
Select and configure tunneled EAP types Disahle
2 EAP-TLS Y4 .
3 EAPMSCHAPv2 Y4 Configure
4 EAP-GTC Vv
Done

Type your Username if you do not want to be asked for the
user name during each authentication session.

EAP-PEAP Configuration

( ] T [ EAP types T W

Select ar EAP-GTC Configuration

2 EA  username/» v

3 E. %4

4 EAP-GTC W

Done
EAP-LEAP

In Advanced settings, select the EAPpage. Select EAP-LEAP
from the list, and press Configure.

Internet access setup Priority
EAP
Configure EAP types for 802.1X authentication: Disable
2 EAP-TLS o .
3 EAPPEAP v Configure
4 EAP-LEAP V4
Done

Define the following:

® Username — Type your user name if you do not want to
be asked for the user name during each authentication
session.

® Password prompt — Select No if you do not want to be
asked for the password, and type the password in the
Password field.

Copyright © 2005 Nokia. All rights reserved.
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Creating Internet connections

If you select No in the Password prompt field, the
password is stored in the device, and this decreases
the level of security.

EAP-LEAP Configuration
Username »

Password prompt > Yes

Password »

AN

==

Done

Configuring Internet connection
settings

@) Select Desk— Tools— Control Panel—

1

Connections— Internet setup.

Control panel

&~ Control panel C i Select
2

[ General @l Internet access setup
] Data management 9] Bluetooth

1 Telephone (2 Wireless LAN

1 Messaging @&} Cable Setup

[ Connections @] RealPlayer Settings
1 Security

1 Extras Exit

These settings affect all Internet connections.

In the Connections page, you can change the priority of
Internet access points. Press Priority, select an
Internet access point, and press Move up or Move
down, and finally press Done. When you establish a

Copyright © 2005 Nokia. All rights reserved.

data connection, the access points are searched for in
the order you have specified.

Internet access setup Edit

Control panel | | INtEMet access points: New

1 G Sonera Internet
2 G Sonera MMS
3 W Easy WLAN

Priority

Done

2 Press Menu to access the /dle page, and define the
following:
GPRS idle time, Data call idle time, and WLAN idle time —
Define the time period after which the connection ends
automatically and returns to the standby mode if not
used. You can specify a different time for each
connection type, but the setting affects all Internet
access points using that connection type.
Some Internet connections may appear inactive, but
they may still be sending and receiving data in the
background. These connections may postpone the
closing of the connection.

Internet access setup Change
Idie

GPRS idle time| > Unlimited

Data call idle time » 5Minutes

WLAN idle time » Unlimited




3 Press Menu to access the Other page, and define the

following:

® Ask before connecting — If you select Yes, a dialog
appears every time you connect to the Internet,
asking you to confirm the connection or to change
the Internet access point.

® GPRS operating mode — Select Always on to keep the
GPRS connection in alert mode and to switch the
packet data transfer on quickly when needed. If you
select On when needed, the device uses a GPRS
connection only when you start an application or
action that needs it.
Note that if there is no GPRS coverage and you
select Always on, the device will periodically try to
establish a GPRS connection.

_a{,'// Internet access setup Change
pd Other

Control panel | | ASk before connecting > No

GPRS operating mode » On when needed

4 Press Done.

Selecting an Internet access
point

When you establish an Internet connection, you are asked
to select the Internet access point you want to use for
that connection. In the Network connection dialog, select
an Internet access point from the list, and press Connect.
Before connecting, you can filter the list of access points
according to the network type. To view all Internet access
points, select All networks. To view Internet access points
that are currently available, press Show available.

For example, if you are using the Offline profile, no GPRS
or GSM Internet access points are shown in the list.

:@: Tip: The Network connection dialog opens only
if you have selected Yes in the Ask before
connecting field in the general Internet access
point settings. To check the status of the
setting, select Desk— Tools— Control Panel—
Connections— Internet setup— Other page.

If you have defined Noin the Ask before connecting field in
the general Internet access point settings, the device uses
the Internet access point that is first in the IAP priority
list. If that connection is not available, the device uses the
second IAP on the list, and so on. To check and change the
IAP priority list, select Desk— Tools— Control Panel—
Connections— Internetsetup, and on the Connections page,
and press Priority. See "Configuring Internet connection
settings” on page 22.
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Activating IP passthrough

@) Select Desk— Tools— Control Panel—
Connections— Cable Setup..

&2~ Control panel Ci i select]
“¥ [ General @ Internet access setup

1 Data management €3]l Bluetooth

[ Telephone @ Wireless LAN

[ Messaging (=i Cable Setup

1 Connections @] RealPlayer Settings

1 Security 5

1 Extras Exit

Control panel

Before you can use IP passthrough connection, you must
activate the data cable for IP passthrough.
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1 In the Data Cable window, define the Data cable mode.
Select /P Passthrough to always use the data cable for
the IP passthrough Internet access point. If you select
IP Passthrough overrides PC Suite your Nokia PC Suite
connection may be terminated if an IP connection is
established,

<&~ Control panel Connections Change
o4 Data Cable
Control panel This setting defines how data cable connection is
shared between PC suite and Internet connection
Data cable mode| > IP passthrough overrides PC Suite
Done

1 Extras

2 Press Done and confirm the setting by pressing Save.
3 Press Exit to close the Control Panel.
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Configuring wireless LAN

@) Sclect Desk— Tools— Control Panel—
Connections— Wireless LAN.

&=~  Control panel Ci Select
ped ] General @& Internet access setup
Control panel [ Data management 3] Bluetooth

[ Telephone 20 wireless LAN
1 Messaging & Cable Setup
1 Connections @}l RealPlayer Settings
1 Security 5
[ Extras Exit

1 On the Statuspage, you can view the connection status,
network name, connection security, and connection
quality.

Wireless LAN
Status |
Connection status: Not connected
Network name:
Connection security:
C jonquality: [ 0% ]

Done

2 Press Menu to access the Networks page. Here you can
view information on networks, wireless LAN access
points, or ad hoc networks. In the Display field, select
the network item you want, and press View details.
Select one of the following:
® Networks — Select this to view all the wireless LAN

networks that can be accessed and the signal
strength of that network.

® Access points — Select this to view the wireless LAN
access points that are currently in range and
available and the radio frequency channel they are
using.

® Ad hoc networks — Select this to view available ad
hoc networks.

Wireless LAN
Networks| .

" reate
Display » Networks AP
st HNet < Excellent View

details
Done

3 Press Menu to access the Settings page, and define the

following:

® Background scan interval — Specify how often you
want the device to scan for available networks. To
reduce battery consumption, select Never. The
wireless LAN icon is displayed in the indicator area
when a network is found.

® |WLAN powersaving — Disabling this setting can
improve WLAN interoperability but it will shorten
battery life.
D Note: If you are using Bluetooth voice

connection, you cannot have a
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manually. Do not change the settings manually
unless you are sure how each setting affects system !
performance. System performance may drop 6 P.ress Merliu to access the Slecur/ty page..Her.e you can
dramatically if automatic settings are not used. view details on EAP (extensible authentication

e Ad-hoc channel — Specify the radio frequency prot_ocol) security modules. The page con_tams a list of
channel on which you want to set up an ad hoc the installed EAP modules that are used in a wireless
network. Select Automatic if you want to be LAN to relgy port access reques_ts between wireless
allocated an available channel automatically. devices, wireless LAN access points, and

® [ong retrylimit — Indicates the maximum number of authentication servers.
transmission attempts of a frame whose size is

5 Press Done to return to the Settings page.

=2 simultaneous wireless LAN connection. Only To use the original factory settings, press Restore

S simultaneous data connections are allowed. defaults.

9 D N(_)te. Note that if you are using an adhoc Tval Advanced VILAN sottns p—
w wireless LAN connection, you cannot have Automatic configuration > On S
v a simultaneous Bluetooth connection. Ba Ad hoc channel > Automatic

'z 4 Press Ad d setti OK. Define the following: simity Long retry lmit »- 4

£ ress Advanced settings— OK. De me_t e following: Shart ratry limit - 7 Restore
[=)) ® Automatic configuration — Select Off if you want to RTS threshold - 2347

g specify the advanced wireless LAN settings TX power level » 100 mW e
S

2

4=

c

o

(&)

Wireless LAN

greater than the RTS (request to send) threshold. [ status Networks | Settings |t
® Shortretrylimit— Indicates the maximum number of Instalfod EAP security plug-ins:
transmission attempts of a frame whose size is less 1 EAP-SIM View
than or equal to the RTS threshold. g :ﬁg:;'gip IS
® RIS threshold — Determines the data packet size at Done
which the wireless LAN access point issues a
request to send before sending the packet. 7 Select an EAP module, and press View details. Each of
e TXpowerlevel— Indicates the power level used when these modules can be modified together with Internet

transmitting data.
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access points. See "Modifying EAP module settings” on

page 16.
6% Wireless LAN i
0| o] EAP plug-in info

Instalied EAP) Name: £AP-Sin

trol panel

1 EAP-SIM Release date: 8181/2004

2 EAP-TLS Version: 7.8
3 EAP-PEAP Manufacturer: Nekia

8 Press Close to return to the Security page.
9 Press Done— Exit.

Configuring wireless LAN
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Configuring text messages (SMS)

@) Select Desk— Tools— Control Panel—

provider for these settings. When you are done, press

Messaging— Text message. OK.
S22 Control panel Messaging select é% Con= Shoxt " - | oK
¥ [ General B Fax god ﬁ] EIVICE Centres f'
[ Datamanagement 2 Mail Create New service centre
Control panel [ Telephone G MMS Service new Control panel ST >

[ Messaging PC Suite profile Servi " ver b
[ Connections (53 Service Message e ervics centre numver ..
[ Security (5 Short message 5 s}
[ Extras Exit 21 ey . Cancel

D Note: Before you can send and receive text

messages, the following conditions must exist:

®The phone must be turned on.

®The network you are using must support the
text message service.

®The text message service must be activated
for your SIM card.

*The text message settings must be defined.

To edit service centers, do the following:

1 In the Text message settings view, press Service
centres— New to add a new service center; or select
an existing service center and press Edit. To delete an
existing service center, select it and press Delete.

2 In the New service centre page, enter a Service centre
name and Service center number. Contact your service

Copyright © 2005 Nokia. All rights reserved.

3 Press Close to return to the Text message settings view.

To edit text message settings, do the following:

1 On the General page, define the following:

® Service centre in use — Select the message you want
to deliver your text messages.

® Delivery report — Select Yes if you want to view the
status of sent messages in the Log.

® Send text message — Select when to send text
messages. If you select Upon request, select a
message in Outbox and press Send to send it.




® \Validity period — Select for how long the message work if you and your recipient are using different

center stores messages if a recipient cannot be operators. Select No to set the recipient replies to
reached. go through the message center defined in the
— . recipient's device.
3% ?j‘{"‘éd Gs"“"I o corliigs Change o Include original in reply — Select Yes to copy the text
en eneral - 1
Control panel D2 [ Servica centreinuse| - +356405202000 Service of the received message to your reply.

B Telg Delivery report + Yes e Preferred connection — Select the connection to use
£ Me: ¥ rep ) .
[ Con|| Send short message » Immediately for sending text messages (GSM or GPRS). Note that
g S Validity period > 1day . the messages are automatically sent using GPRS if

it is available, and using GSM if GPRS is not
2 Press Menu to access the Concatenation page, and available.
define the following:
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: ) [ Short i |
e Concatenation — Select Yes to send text messages % [’él“‘é::l Ort message se '"Q:dvanwd Change
exceedmg 160 characters as a single message to R pael g ?alt RS » Yos Service
other devices. = I\:; Include original in reply » No
® Confirm multipart messages — Select Yes to see a 7 Con||  Preferred connection > GPRS
confirmation note when you send text messages 2 Dane

that exceed 160 characters.
4 Press Done to return to the Messaging view, then Exit

57 Control]. Short messaqesetlings I e to close the Control panel.
8 Gen ( “ : T 1 Service
Control panel g ?:Iti Concatenation|» Yes e
£ Me Confirm multipart messages » Yes
] Con
3 Sec
] Ext Done

3 Press Menu to access the Advanced page, and define
the following:
® Reply via same centre — Select Yes to set the
recipient’s reply messages to use the same message
center you are using. Note that this setting may not

Copyright © 2005 Nokia. All rights reserved.
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Configuring multimedia messages (MMS)

@) Select Desk— Tools— Control Panel—

1

Messaging— Multimedia message.

Control panel

&=  Control panel M ging Select
% [ General B Fax

[ Datamanagement 3 Mail Create
[ Telephone (% MIMS Service (w32
[ Messaging PC Suite profile Delete
[ Connections (£ Service Message
[ Security Short message .
O Extras Exit

In the Send page, define the following:

® |nternet access — Select the Internet access point
(IAP) connection you want to use for sending
messages.

Homepage — Type the address of the multimedia
messaging center.

Receive report — Select whether you want to receive
a notification when the message has been
successfully delivered to the recipient. Receiving a
delivery report of a multimedia message that has

been sent to an e-mail address may not be possible.

Sending time — Select when you want the
multimedia message to be sent. If you select Upon
request, select a message in Outbox and press Send
to send it.

Validity period — Select how long the messaging
center tries to send the message. If the recipient of
a message cannot be reached within the validity

Copyright © 2005 Nokia. All rights reserved.

period, the message is removed from the multimedia
messaging center. Maximum is the maximum
amount of time allowed by the network. Note that
the network must support this feature.

Multimedia message settings

- Receive | General

Multimedia reception » Enabled in home network
On receiving messages » On
Receive advertisements » No
Receive anonymous messages > No

2 Press Menu to access the Receive page, and define the
following:

Multimedia reception — Select Enabled in home network
if you want to receive MMS messages only when the
device is registered in your home network. Select
Always enabled if you want to receive MMS messages
even when roaming. Select Disabled if you do not
want receive any MMS messages.

On receiving messages — Select On if you want to
receive multimedia messages. The reception of
multimedia messages is on by default. Select
Deferred if you want the multimedia messaging
center to save the messages to be retrieved later.
Change this setting to On when you want to retrieve
the messages. Select Reject if you want to reject



multimedia messages. The multimedia messaging
center will delete the messages.

® Receive advertisements — Select whether you want to
receive messages defined as advertisements.

® Receive anonymous messages — Select whether you
want to receive messages from unknown senders.

Multimedia message settings

Send | Receive | General|

Compressimages » Yes

Done

3 Press Menu to access the General page, and define the
following:
® Compressimages — Select whether you want images
in multimedia messages to be sent in compressed
format.

4 Press Done to return to the Messaging view, then Exit.
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Creating an e-mail account

@) Sclect Desk— Tools— Control Panel— Messaging.

Control panel Messaging Dpein
B N SV — folder.

[ General & Fax

[ Data management (5 MIMS Service Create

[ Telephone PC Suite profile [L520

] Messaging (&3 Service Message Delete

] Connections Short message

1 Security )

[ Extras Exit

1 In the Messaging view, press Create new.
2 Select the account type and press OK.
3 In the General page, define the following:

® [-mail account name — Type a descriptive name for
the connection. Note that the name can be 25
characters long.
My name — Type your name.
Username — Type your user name, given to you by
your service provider.
Password — Type your password. If you leave this
field blank, you will be prompted for a password
when you try to connect to your remote mailbox.
My e-mail address — Type the e-mail address given to
you by your service provider. The address must
contain the @ character. Replies to your messages
are sent to this address.
Internet access — Select the Internet access point
that you want to use.

Copyright © 2005 Nokia. All rights reserved.

® Default account — If you have created several e-mail
accounts, select the e-mail account you want to use
as the default account.

New mail settings
GenaraIT W T T W
Mail account name | »
My name »
Username » Delete
Password »

Control panel

4 Press Menu to access the Servers page, and define the
following:
® [-mailaccount type — Select the e-mail protocol your
remote mailbox service provider recommends. Note
that this setting can be selected only once and
cannot be changed if you have saved or exited from
the mailbox settings.

:@: Tip: POP3 is a version of post office protocol, a
standard protocol for receiving e-mail from
your remote server. With POP3, you can check
your remote mailbox and download your
e-mail. IMAP4 is a version of Internet Message
Access Protocol, a standard protocol for
accessing e-mail on your remote server. With
IMAP4, you can conduct searches, create,
delete, and manage messages and folders on
the server.



® QOutgoing e-mail server — Type the IP address or host
name of the computer that sends your e-mail.

® |ncoming mail server — Type the IP address or host
name of the computer that receives your e-mail.

® Use SMTP authentication — Select whether the SMTP
(simple mail transfer protocol) server requires
authentication, and type the SMTP user name and
password.

New mail settings oK
T Serversw rgWh ] W
Mail account type| ®IMAP4 |
Outgoing mail server »
Incoming mail server »
Use SMTP authentication » No

Cancel

5 Press Menu to access the Roaming page, and define the
following:
® (Change connection automatically — Select whether
you want the device to switch between connections
automatically if connection to the primary Internet
access point is lost.

® Second access, Third access, and Fourth access —
Define the other possible Internet access options.
Select an access and press Define.

New mail settings Change

[ roaming [0 |
Control panel | | Change connection automatically| » No
Second access P <none>

Third access » <none> Delete
Fourth access » <none>

6 Press Menu to access the Retrieve page, and define the

following:

® Retrieve — Select whether you want to retrieve only
the e-mail header information such as sender,
subject and date, emails, or e-mails with their
attachments, or whether you want the device to ask
this before retrieving.

® Max. size of e-mail — Define how large e-mails are
retrieved to your device. Note that this setting is not
available if you have defined Mail headers (stay
online) in the Retrieve setting.

® Sync.e-mailsinInbox — Select the number of e-mails
you want to download from the remote server to
your Inbox.
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b= ® Sync. e-mails in folders — Select the number of ® Allow report requests — Select whether you want the
S e-mails you want to download from the remote sender of the e-mail to receive a note that you have
8 server to your folders. read the e-mail.

g — — ® Copytomymailaddress — Select whether you want to

T_u (Retﬂevﬂ | i receive a copy of every g—mall you send.

£ _ Retrieve, ¥ Mall headers (stay anline) ® Incoming secure connection — Select whether you

1 Max_size of mail .m::::gz: and attachments want the incoming connection t_o be secure (StartTLS
v Syne. mails in Inbox ¥ sk before retrieving or SSL/TLS). Note that your service provider must

% Sync. mails in folders »"All Cancel support this feature.

o ® (utgoing secure connection — Select whether you

5= 7 Press Menu to access the Advanced page, and define want the outgoing connection to be secure (StartTLS

© the following: or SSL/TLS). Note that your service provider must

g ® Default e-mail type — Select whether to send e-mail support this feature.

o as Plain text, Plain text (no MIME) if the receiving e- ® IMAP4 folder path — Type the path to the IMAP4
mail system cannot display e-mail sent in the inbox location in case the server cannot open it
regular Internet format, or Formatted text (HTML) to automatically. Normally you do not need to define
be able to use enhanced text formatting options. the path.

® Sende-mail — Select Immediately to send the e-mail

) . . . N il ti
as soon as possible, During next connection to send it o e - r:;;'fn text (no MIME) e
the next time you retrieve e-mail, or Upon request to T L A—
store the e-mail in the Outbox, from which you can Send mail > Immediately
send it later. In¢lude signature » No

® Include signature — Select whether you want to use Requestread repart » o cancel
a signature. Select Use my contact card to use the
contact card in the device, or Custom to use a 8 Press Done to return to the Messaging view, then Exit.
signature file that you can create for the e-mail To edit an existing account, select the account type

account. that you want to edit, and press Select.

® Request read report — Select whether you want to
receive a note when the recipient has opened your
e-mail.
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Configuring voice mailbox (network service)

@) Press Telephone— Voice mailbox; or press
Telephone— Menu— Settings— Voice mailboxes.

Before you can use your voice mailbox, the following
conditions must exist:

® The phone must be turned on.

® You must have obtained a voice mailbox number from
your service provider.

® The voice mailbox settings must be defined.

1 In the Voice mailbox view, define the following:
® Number — Enter the phone number of your voice
mailbox. Contact your service provider for this
setting.
® DIMF— Enter a DTMF tone sequence to use with the
voice mailbox. Contact your service provider for this
setting.
2 Press OK.

Configuring voice mailbox (network service)

Telephone directory OK

Voice Mail Box
Number | >
DTMF »

‘ | Cancel
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